0} KYOCERG

225 Sand Rd
Fairfield, NJ 07004



*/0

I $ %
$($)
* #
#
% +
* ]
T $ &
"l $ 4
1 #
% $ $% #

#1$ %



$% & '

) 2%334()
5 50

*




( ) ( )"
6 ) ) - 59
7 =F 1 = ) * -
8 7 0% )8
59 9 ) = )' /
Y+ /
6 ' )
= #1$
7. 8

+
=
~
~
~
*
~.I



0 R ' & (/ 33 *-
& < ' # 0
1)
O >) &(/ %3
O >) &(/ 33
0 >) & (/7?33
O >) &(/ 33
& /I *-

7 Please enter password for color copies.
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Copying not available. (Full Color) Copies

Available functions are restricted.

Copy Image
L H
[T T[]

Place original.

Auto

Normal 0

- . Paper Zoom Density
Original G --- Selection
Zoom ;
Paper : 1-sided Off
==1-sided
Duplex Combine

Quick Setup Org./Paper! Colorf
Finishing Image Quality

Layout/Edit Advanced

Setup
07/13/2009
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Application
m Manage the applications.

Hame Version | Status \ License
KYOcapture ‘ Jo3_E000.... | Activating ‘ Official
PanelPlus ‘ Joo_E001.... | Stopped ‘ official Delete

n

License
h

"LL

@/ 0
) 0

Status

Print
/ &

=S

/ = / < *-
/ @/ 0

| Application - Add
E Insert the removable memory and select the application to be installed.

5 more applications can be installed.

Version Type/Result of Installation

Memory

Install

i

01/30/2008  16:25

! o= /<

Status
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Application
m Manage the applications.

Hame ‘ Yersion | Status ‘ License
KYOcapture ‘ JO3_E000.... | Activating ‘ Official
ColorLock ‘ 1.0.1 | - ‘ Not Used Delete

PanelPlus ‘ JOO_E0O1.... | Stopped ‘ Official

m
License

I on

Print
Report

Status 01/30/2009  17:02
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* Marketing_codes.txt - Microsoft Excel - B X g
| e L o o s i
o "9 Marketing_codes.txt - Notepad w .n@
= = =

@-#- File Edit Format Wiew Help
\Zv

img | |((IHAC Y 1234

— | Alignment Number | Styles | Cells

Clipboard

\ AL - @ fi | Harry Roosevelt 7890
[ e | ¢ o | e | F | & HEiMike 07058

flfuarny | 1234 Tim 5555

. Alicia 88888

4 Tim 5555 John 1123

> ﬂ':{'f = Terry 63221

7 Terry 63221 JTm 1223

8 lim 1223 Pat 15787

S s Gower 6643

10_ Gower 6643

Kelly 1555

11 Kelly, 1555 T
HAa4rH Mﬂl’k&lﬁil’l’ codes ‘@
Ready | 73 |
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KYOcapture | PanelPlus

Color Lock J

Status 07/13/2009  09:00

Color Lock

Copyright 2009 Kyocera Mita America Inc.

Marketing_codes.txt ‘

Harehouse_codes.txt
Sales_codes.txt
Technical_codes.txt 1-474
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{ Status | { Log }
Job Type All |

Job Ho. \ End Date | Type \ Job Hame | User Hame | Result

000492‘ 07113 08:07 | &= ‘ doc000492 |Tim |Completed

000491 ‘ 07113 08:07 | 5| ‘doc000491 |Mike |Completed @
000490‘ 0713 08:06 | E5) ‘docDDMBD |public |Cumpleted o]
000439‘ 0713 08:06 | E5) ‘docDDMEB |Alicia |Cumpleted o]
000433‘ 07113 08:06 | B ‘docDDOAEB |Harry |Completed o<}

Printing Jobs Sending Jobs Storing Jobs Device! PaperiSupplies
Communication

Status 07/13/2009  08:10

£} Kyocera Command Center

<« C' | ¥ hitip:/10.128.224.215 | O F-

¥? Yahoo! 380°-My Exp... § TheNew YorkTimes-.. [] gSOAP: SOAP C++... w http://shop lenovo.c... » [ Other bookmarks

kuocera CO AND CENTER =

Start

Printing Jobs Log

L» Printing Jobs Log | Sending Jabs Log | Storing Jabs Log

Last Updsted 2009/07/13 09:13

Job Number User Namea Status Job Type Job Name
0004395 public oK Copier doc000495
erinny 000494 Mike oK Copier doc000494
000493 Harry oK Copier doc000493
000452 Tim oK Copier doc000492
000491 Mike oK Copier doc0D0491
0004390 public oK Copier doc000490
000489 Alicia oK Copier doco00489
000488 Harry oK Copier doc000488
000487 public oK Copier doc000487
000486 Roosevelt oK Copier doc00486 -
12345678 5 10 i1 Next
- ]
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Access
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€/ Login

Please enter a username and password or swipe HID card

Domain KMATECH.COM l:J

Username | ‘

Password | ‘

Public Access

Device Login ] [‘JNetwomLogm ]

, &

%

ng keypad

Cancel

=

]

Access
“ Lock
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Destination

4 Address Book

I
I e Addr Entry
Folder Path
é © Entry

1100 i, HSD Scan
A"

Destination Quick Setup OriginaliSending Color/ Advanced
Data Format Image Quality Setup

Status 07/07/2009  09:05
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<" Access Lock Settings ; EE

File  Edit
=

(=) Public Access
Pemissions
= UCMPWK.COM =R A= |
LDAP Server
LDAP Authentication
Query Credentials
= Groups
OTHERS
Card Authertication

Send  Help

SOH?*

$- 0

(0]
(0]
(0]

> Access
& Lock

11!
- 18/ 0
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1 . /$- 0 /

>&
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<" Access Lock Settings

File Edit Send Help

= Common Settings
= Public Access
Pemissions
= UCMPWK COM

LDAP Authertication
Query Credertials
= Groups
OTHERS
Card Authertication

LDAP Server

141 B
Address 10.128 224 2
Port 389
SSL No

Address

LDAP server address, either hostname or IP address:

"N

N
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<" Access Lock Settings

File Edit Send Help

= Common Settings
= Public Access
Pemissions
= UCMPWK COM
LDAF Server
LDAP Authertication
Query Credertials
= Groups
OTHERS
Card Authertication

LDAP Authentication

B

Domain root CN-Users.DC-UCMPWK,DC-COM
Login attribute  sAMAccount Name

Domain root

Distinguished name (DN) of domain search root

Q ) %61,
9 0%

60Q ) <60

- 1-
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<& Access Lock Settings

Fle Edt Send Help

=) Commen Settings
Public Access
= UCMPWK.COM
LDAP Server
LDAP Authertication
Query Credentials
(= Groups
OTHERS
Card Authentication

Password LLITY

CN=QueryUser. CN=Users. DC=UCMPWK.DC=COM  [..J

Query DN

Distinguished Name (DN} of account used to perform LDAP queries.
Sample DN: CN=Administrstor CN=Users, DC=KMATECH,DC=COM

1& 6>, #1$ +
&+, 1V < e ./
$ . 1%- I$
-6 . 1%- 16 .
< Access Lock Settings =
Fle Edt Send Help B[EX]
e Card Swipe Authentication
Femissions
= UCMPWK.COM %E? zi j
LDAP 5
LDAFAZ::nt!catmn 2:‘& —— ::
ag:ur:?m e PIN stirbute postalCode
OTHERS Two-Factor Authentic: No
Card Authertication

Enable

Select Yes to enable function or No to disable

#1$
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1
o - 1-0 0
& Access Lock Settings M & Access Lock Settings
Fie Edt Send Help Fle Edt Send Help
= Commen Settings = Comman Settings
= Public Accsss & Public Access
Pemissions " Pemissions.
= UCMFWKCOM = UCMPWK COM
LDAP Server = LDAP Server
LDAP Authertication s - LDAP Authentication
Query Credertials Ttle Public Access Query Credentials
= Groups Groups
OTHERS ' | OTHERS
Card Authertication Card Authentication
Enable
Select Yes lo enable function or No o disable

Public Access Permissions

No

Yes

Print color Yes

Copy Yes
Copy color No
Send No
Fax No

Administrator

The user has Administrator privieges on the MFP.

a5 Select Groups

group DN (Distinguished Name).

Select one or more user groups from the list below or entera

Example: CN=Marketing, CN=Users, DC=DOMAIN, DC=COM

|CN:F'rint Operators, CN=Buitin, DC=UCMPWK DC=COM

Peformance Log Users
Pefomance Manitor Users
Fre-Windows 2000 Compatible Access

Replicator
2 —— m

Group Path (]
Lab CN=Lab CN=Us
LDAPtest CN=LDAPtest.C.
Network Configuration Operators CN=Network Co
NSG CN=NSG.CN=L.
OEM CN=0EMCN:

‘eformanc.
CN=Fre-Window
CN=Print

Print Operators Operat.
RAS and IAS Servers CN=RAS and IA.
Remote Desktop Users CN=Remote De

Ch=Repicator C[ |
] [i2]

O 1

<" Access Lock Settings

=Jo&E

File Edit Send Help

= Common Settings
Fublic Access

Permissions for CN=BWOnly,CN=Builtin, DC=UCMPWK,D{

= UCMPWK COM
LDAP Server =]
LDAP Authertication —— o
Query Credertials ririey ok
Print Yes
= Groups
OTHERS Print color No
Ch=Administretors CH=Buitin DC-UCMPWK, g"” ‘ ";‘:
CN=Domain Admins CN=Users DC=UCMPWH | = "z coler b
CN=Ertterprise Admins,CN=Users, DC=UCMFY Fe" Y‘*
CN=55G CN=Users,DC=UCMPWK.DC=COM = e
CN=Print Operators CN=Buitin, DC=UCMPWK|
CN=BWOnly CN=Buitin DC=UCMPWK.DC=C| ~ pgministrator
Card Authentication The user has Administrator privilegss on the MFP
<] m ] (2]
Access

Lock
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Transmission succ eeded for 10.128.224. 215
Transmission succeeded for 10.128.224.223
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@ Application.

Access
Lock

Access Lock

Status 07/29/2009  11:22

A Access

Copy

This application restricts usage of TASKalfa 500ci series MFPs based on LDAP authentication.

Insert USB memory and press Load Settings button to import authentication settings file.

! @/ 0 / ! .
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Access
“ Lock



‘Access

America Inc.

Marketing ldap_settings.xml

MIS_Idap_settings xml

Select file containing settings

Login

Please enter a username and password or swipe HID card

Domain  KMATECH.COM M

Password | |

Lock

Device Login I ‘J Hetwork Login I



Access
& Lock

= B Kyocera Copystar 300ci KX Properties

General | Sharing | Pots | Advanced | Color Management. | Securty | Device Seftings |

Group or user names
€5 Domain Users (KMATECH\Domin Users) [a]
€7} Entemprise Admins (KMATECH\Enterprise Admins)
€ Everyone
77 Hotline (KMATECH\Htline)
€57 NSG (KMATECH\\NSG)

E28 . e

Permissions for Hotline Alow Deny
Print il
Mariage Printers Fl ]
Manage Documents T O
Special Pemissions

For special permissions or for advanced settings, Fe—
cick Advanced 2

5 Kyocera Copystar 300ci KX Printing Preferences

9 Guick Pt | Basic | Layout | Fiishing | Imaoing | Publishing | Job | Advanced |

Print qualty: High quality L
Trapping: Medium -

=t

Color
—| Colormode
o T Ty
Adiustment: None -

Settings: I~ Print text as black
I Prirt araphics as black

[ KYOCERG _ Fofies..

| 1 Kyocera Command Center | B B) [ = v page~ Safety- Took

TER TASKalfa 300ci

Status: Warning

kuocera COMMAND C

Advanced

Printer Scanner Jobs Document Box

~ Advanced IP Filters(IPv4)
| Login Menu

Protocols When there are no entries, access is allowed to all.

4 Generzl | IP Filters(1PwA) | IP Filters{1PvE) | Logical Printers

Ta sllow access to a network, enter the network 1P address (IPv4) and subnst mask.
* | To sllowaccess to a single IP address, enter the IP address and 255.255.255.255 as the subnet mask.
NetWare You need to restart the device or network when you have changed the setting vith *.
: Restart the device or network in the Reset section.
1Pp
AppleTalk
MNetBEUL + 1P Address (IPv4): |10.128.227.17
E-mail 5
* Al
D Subnet Mask: |355.255.355.255
3 3 i
Pop *Protocols: [[ipn [Jere [ [urre [#Flraw por
Management
SHMP: » Csume Cliers Cutres
LDAP
Authentication X
S v
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—_— orm" Doty |_Emiooges, | Sesore | MemberGf | Db | Enviooment | Sessons
| Remoteconsol |  Temind ServicesProfie | COM- | Remolecontol | Temind Sevices Prfie.___|__ COM-

Genersl | Address | Accourt | Profie | Telephones | Organi

| General | Address | Account | Profie | Telephones | Orgz

 Telephone numbers
toe: | | o]
| ] | (oer.
O R
B [ o]

.lPthe: [ | Core)

Strest

o |

e D
Zip/Postal Code: 07004 -

Courtry/iegion: | United States

[ox J[ Concd | 2mv |

Cox J[ e | Fm ]

(T Recess Uock Sotinge s )

Fle Edt Send Help
= Common Settings

Public Access Card Swipe Authentication
- UCMPWKCOM
LDAP Server =
LDAP Authertication
ey Crecenicls Card ID) Attrbus
o Groups ]
OTHERS PIN attribute:
Card Authertication Twe-Factor Authertication

Enable

Select Yes to enable function or No to disable

) Access
& Lock
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Trademark References:
Microsoft Windows 2000 operating system, Microsoft Windows XP operating system, Microsoft Server 2003 operating

system, Microsoft Windows Vista, and Microsoft Inte rnet Explorer are trademarks of the Microsoft Corpo ration in the U.S.
and other countries. Other products or brand names are the trademarks of their respective companies.
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